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Web Development
Stuay4.TW Study4Love
ALM DevOps Agile Scrum
DevDayAsia DotNetConf
skychang.github.io
TechDays Channel9
GitHub GitBook
Global Azure Bootcamp

Premier Field Engineer
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skychang.github.io

github.com/skychang

Web Development
:%gi Cloud & Azure
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Agenda

« App Service

« Managed identities for Azure resources
 Azure Key Vault

« Service Endpoints
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% Azure App Service

Quickly build, deploy and scale powerful cloud
applications without worrying about infrastructure

High productivity

Fully managed

Enterprise grade

&)

.NET, Node, Java, Docker,
PHP, Ruby, Python

Staging &
deployment

&)

Auto scale &
load balancing

@)

Testing in
production

®

High availability
w/ auto patching

®

Global data
center footprint

<)

App gallery
marketplace

10

operations costs

)
&)

Hybrid
support

©)

o)
QL
a)
~
=
©
1%

recovery

10

integration

@

Secure &
compliance
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Managed identities for Azure
resources



Managed identities for Azure resources
- B A RIERBF@EA (MSI)

- Managed Service Identity

- Azure ER#E = A

- Managed identities for Azure resources

- RE - RE - RE

SHD!‘LM NET Conf 4 &



Managed identities for Azure resources
» FH P Ui a1 RS

« Azure AD FTESERIME—Z RIS - UG 1EH - 245 Service A1 SP
. F RS Al
o TEHI 7R FREERINE - oRARBBERFEIRE Azure R

« Azure Instance Metadata Service (IMDS)

« REST lm=h - 0J&E Azure VM R1zEY - 0J7E3® (169.254.169.254) BV =&l - szt
HEEt VM RREY -

STUDYATW NET Conf 2%



ARG BRI

1IN T NI17JN

1. URIENA VM 1B RIS

2. Tt AAD £17 SP
(fZFR VM / BITEIIRI SP)

3. & ClientID F/&RE E 5 IMDS -
WE VM L&

4. 18 VM E=F Azure ERFHE
EX : Key Vault

5. EIVBEFES - &8 IMDS
PSS
o] ¥§ MSI &t / IMDS 1R HZ3K

6. 15 ClientID F1/&:512[2] AAD
7 EVE JWT

7. 3 IWT Z& Azure ER

Service

/ Principal

Service that
Supports Azure AD
Authentication

/ Azure AD Tenant

MS! VM Extension (to be deprecated)
hetps/iocaihost:50342 foaut h2 ftoken

Azure Instance Metadata Service [IMDS]

httpc//169 254 169 254/ metadata/identity/ cauth 2/token
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eV % Azure BRI —EE 7D I Azure BIR
( BIa0 Azure VM X Azure App Service )
FEaniEEH BA Azure ERHE AT B - BIREan B -

ERXNERMERE - RZESRITE— MR - WA BREMIBR -
HE Azure BiRHA FAHHA - oA
EREEEE — Azure BIREAM - ERZEJEKE—EZRZESR TS E Azure EIR

AR -

— i fE ARG

E— Azure EIRAN TEFRS
= FEEM T FREZETHAG
ex : £ VM EHITHERREI » App Service &

EZEER LT - ERE—ES 7@k

E%E)ﬂb@%mﬁfﬂp ZIRTRELRER RN LE
BEREWIERS - BRERERIS —BRILE

ex: BZ(E VM %%@HQ’FEE%’?%E@IW

STUDYATW

NET Conf 4"




Demo

App Service +

Managed identities for Azure
resources




FHH AAD IR3EE SQL Database WA #ZEIES

MICROSOFT

\ = : -
Microsoft Azure (Preview) % Report a bug P Search resources, services, and docs (G+/) p : ) skchang@microsoft.com

appservicesecurity - Active Directory admin

servicesecurity - Active Directory admin

Set admin

X JIJu S ARl . Azure Active Directory authentication allows you to centrally manage identity and access to

z 2
B Activity log - your Azure SQL Database V12.

. TLUEB SSMS &

fags Active Directory admin &

73 .
P B]\j_ K Hﬂ: % J E Fﬂ:ﬁ ¢” Diagnose and solve problems No Active Directory admin
/CAA
Settings
& Quick start

Y Failover groups

- E &l MizIEE - BEILOZRE  |e—

B & Lo
or s s L server
. EERRENENESEEE SQL Serve

DTU quota

O
Hﬁ

Properties

s (IR 25 2 18(S): appservicesecurity database.windows.net
EEoitEmplee BIT(A): 1 MFA %4 Active Directory - 4iiffi

#1i(U): skychang@study4.tw

MVAIM Wiz(C) BUH {15 §IT(0) >>
/&) 2 W &




MICroso

D rile Edit View Project Build Debug Architecture Test Analyze Tools Extensions

D-= W& Debug Any CPU P IS Express -

NuGet: CrudAspNetCore.Api # X

Installed Updates

=

Microsoft Azure.Services. AppAuthentication r© Include prerelease

Microsoft.Azure.Services.AppAuthentication @ by Microsoft, 9.98M downloads

Enables a service to authenticate to Azure services using the developer's Azure Active
Directory/ Microsoft account during development, and authenticate as itself (using OAuth 2.0...

Microsoft.Extensions.Logging.AzureAppServices @ by Microsoft, 10.3M downlo

Logger implementation to support Azure App Services ‘Diagnostics logs' and 'Log stream’
features.

- EAFZE/IMEN - REVS Token

 AzureServiceTokenProvider

28 7l = R AN RC 1R RS TP AU Y

Microsoft.AspNetCore.AzureAppServicesintegration @ by Microsoft, 12.3M dc
ASP.NET Core integration with Azure AppServices.

Microsoft.AspNetCore.AzureAppServices.HostingStartup @ by Microsoft, 12.*
ASP.NET Core lightup integration with Azure AppServices.

Microsoft.NETCore.App @ by Microsoft, 86M downloads

A set of NET API's that are included in the default .NET Core application model
ble29ae826d6edcbad4d2d76856340d5241a0e8a
Microsoft.AspNetCore.Authentication.Abstractions @ by Microsoft, 60.2M dow v2.2.0

ASP.NET Core common types used by the various authentication components.

Microsoft.AspNetCore.Authentication.Core @ by Microsoft, 59.6M downloads v2.20

ASP.NET Core common types used by the various authentication middleware components.
Each package is licensed to you by its owner. NuGet is not responsible for, nor does it grant any licenses to, third

party packages.

Do not show this again

STUD EA!I-.ﬁ'ﬁl'\/\i

Window

Help ! P

NuGet Package Manager: CrudAspNetCore.Api

Package source: nugetorg = {8

.‘ Microsoft.Azure.Service

Latest stable 1.3.1 Install
v) Options

Description

Enables a service to authenticate to Azure services using
the developer's Azure Active Directory

account during development, and authenticate as itself
(using OAuth 2.0 Client Credentials flo

to Azure.

Version: 131

Author(s): Microsoft

License:

Date published: Thursday, August 15, 2019 (8/1

Project URL:

Report Abuse:

Tags: Authentication, Azure,
AppAuthentication

Dependencies

-NETFramework,Version=v4.6.1
Microsoft.IdentityModel.Clients.ActiveDirectory (>= 4.

NETFramework,Version=v4.5.2

Micrnenft IdantihMadal Cliante ActivaDiractans (~= 4

L Azure.Services. AppAuthentication

CrudAspNetCore

1 Solution 'CrudAspNetCore' (1 of 1 project)
4 7] CrudAspNetCore.Api
Connected ¢
Dependencies
M Properties
8 Controllers

&7 appsettings.json
T

appsettings.Developmentjson
a appsettings.DevTest,json
D Dockerfile
Program.cs
Startup.cs




ASPNET Core HYFEZE

- EERB T E

70 BY[ElAY Token

Connection ¥4

» ERF RO DATEFIIRE
- KE‘Z}E Initial Catalog &

STUDYA.TW

"Logging": {
"LogLevel": {
"Default": "Debug",

"System'": "Information",

"Microsoft": "Information"

}

"ConnectionStrings": {

"pDefaultConnection": ""

CrudAspNetCore.Api.Infrastructures

(options)

conn = (S
conn.AccessToken =

GetAccessTokenAsync(
Database.EnsureCreated();

xt> options)

)Database.GetDbConnection();

r())

.NET Conf 4

") .Result;




ASPNET Core BJzEEZZ ||

- RZE{HF AddDbContextPool @ 254 login K - FE2EREPEZE DBContext

services.AddDbContext<Sk Context>(options =>
options.UseSqlServer(Configuration.GetConnectionString("DefaultConnection")));

STUDY4.TW NET Conf 4"



App Service 5% 1€

Microsoft Azure (Preview) % Report g 2 Search resources, services, and docs (G+/) b ) skchang icrosoft.com

MICROSOFT

AppServiceSecurity-API - Identity
? AppSer\ﬂceSecurlty -API - Identity

Overview A system assigned managed identity enables Azure resources to authenticate to cloud services (e.g. Azure Key Vault) withou ring credentials in code. Once enabled, all necessary permissions
can be granted via Azure role-based-access-control. The lifecycle of this type of managed identity is tied to the lifecycle of this resource. Additionally, each resource (e.g. Virtual Machine) can only
Activity log have one system assigned managed identity.

Access control (IAM)

App Service FRY Identity o e o | o

iagnose and solve problems

« =X AAD Efft App Service [

Deployment

- ZTEFNUE App Service [a]

Deployment slots

& Deployment Center

Settings

1 Configuration
Authentication / Authoriza
Application Insights
Identity
Backups
Custom domains

TLS/SSL settings

EUDZAM NET C



QL Database JIAFTHYfE -

Ly“ SQLQuery2 sql - appservicesecurity. database windows.net AppServiceSecurityDB (skchang@microsoft.com (141))* - Mi ft SQL Server Mar Studio tEERIED (Ctrl+Q) P o B X
wWRE) WEE BRY E0Q WBXE TAM #EW RE6HEH)

io-o|B-u-ald Brssn BARIAQAR X0 P-C- B2 SlREEB

vicE

“f | AppServiceSecurityDB  ~ | P #FI00

W~ ¥ ¥ Y e - FICREATE USER [AppServiceSecurity-API] FROM EXTERNAL PROVIDER
ALTER ROLE db_datareader ADD MEMBER [AppServiceSecurity-API]
: ulHPP;?%';“W"fv-dé‘ﬂhm-w'"dm-ﬂe‘ (SQL Server 12.0.2¢ ALTER ROLE db_datawriter ADD MEMBER [AppServiceSecurity-API]:

- ALTER ROLE db_ddladmin ADD MEMBER [AppServiceSecurity-API]:
+ W A w0

- il AppServiceSecurityDB
Lo

-
5
=
-

REMENE
SHERERE
GraphTables
[ dbo.Employees
iR
SHERE R
EET
oiE=g
EHFHE
[ mscsir
TR

« 538 SSMS #1Z User
« User B4 Web App Service &5 i & - :

&l doo 2 e

&7 guest B BT, ~
&7 INFORMATION_SCHEMA
& sys

1)

0
+
0
0

W EEEEE

¥

OR RS of s

+ W R

o W ER

3 Always Encrypted i i
+ W ZEEER

+ W EzH

+ Integration Services Hi#

100% -

@ ERDRTES - i appservicesecurity.database.. skchang@microsoft.com .. AppServiceSecurityDB  00;

STUDYATW
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Microsoft Azure (Preview) % Reportabug Search resources, services, and docs (G+/) ? skchang@microsoft.com

MICROSOFT

AppServiceSecurity-API - Configuration

I“ AppServiceSecurity-API - Configuration

Refresh

f‘ Click here to upgrade to a higher SKU and enable additional features.

Overview

Application Settings are exposed as environment variables for access by your application at runtime.

y / Activity log
[ ] YA 'f ’
A s control (IAM S o 5 N .
x oL LAl New application setting < Show values <~ Advanced edit " Filter
Tags
i—n |—\—| A3 Z |—\—| | | 29 Name Value Source Deployment slot setting Delete
HZ E E I“7 % | & Diagnose and solve problems . i o
APPINSIGHTS_INSTRUMENTATIONKEY Hidden value. Click show values button &

Ap

@ security

N
E N = APPINSIGHTS_PROFILERFEATURE_VERSION * Hidden value. Click show values button ¢ Ap
[ ) j / E Deployment

7 LON
& Quickstart APPINSIGHTS_SNAPSHOTFEATURE_VERS > Hidden value. Click show values button:  App

oa | xXr
/ \S I . N E I CO re \ EE( %, [y EprEEa s Appl sightsAgent_EXTENSION_VERSI < Hidden value. Click show values button : App

b Deployment Center
ASPNETCORE_ENVIRONMENT & Hidden value. Click show values button &

Settings

DiagnosticSery EXTENSION_VERSION = Hidden value. Click show values button &
Configuration

Awuthentication / Authorization InstrumentationEngine_EXTENSION_VERSIOM > Hidden value. Click show values button &

Application Insights

BRI R RN R D

SnapshotDebugger_EXTENSION_VERSION & Hidden value. Click show values button &
Identity

A

XDT_MicrosoftApplicationinsights_BaseExten & Hidden value. Click show values button &
Backups

Custom domains XDT_MicrosoftApplicationinsights_Mode T Hidden value. Click show values button: App C

STUDY4.TW NET Conf
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Azure Key Vault



Azure Key Vault
. TR

T%X?ﬁ’ﬁi&hﬁf*ﬂi TS - /RFE - APl A EMEE - I a2 EFEHY
T1’E%%fﬁ;%i§ﬁ¢ﬁlfim
° ‘l_.\ I:I;é E i@
- EFRMnE - EIEKEE Azure HIIBAEERNEIRFIERN L RBMNIWAZ R B IR E/EhEZL
Z M (SSL/TLS) ‘&REE

- BERIBREZEHEAESTENEE

- WEMEIH oI EEISRIIRE - SUEHBB FIPS 140-2 Level 2 B2rEHY HSM fRiE

SIDraIvy NET Conf 4%



Azure Key Vault

. EP AR RS
- AREEaZT—EERARED (2E Service) HEFEH

N )
« ZEIMFAFEWEN T
- EHAZREEREL  SRENE®R  ERLEMEH (HSM) RIRERDB N 8
« HSM #38 =6 B F S 5 E 3B 12 2 (FIPS) 140-2 Level 2 &858
- FENFEEZABEREEIRRE (AAD)
« Microsoft T ZBFHAS

» Ba AR 7 EVAIE A

. O]/ 7l Storage * Event Hub * Azure Monitor

STUDYATW NET Conf 2%



Azure Key Vault
- B{EEAREIINEE

AFEZMEFEIETEHEREARME - TZIJLUER!
o« 1M Scale Out ! - IRHAMRIZFF
- ¥ Key Vault €22 EMRE, - B3 EE HA & DR
- BEFHE - FBALMELE - Azure CLI 3 PowerShell #ETEIE
- BEIFANH CABERRE - BCaEMesiExEsE
- B IeEtEEEARERN  EREXREFNECHNREE
- OJSEEERETIVZIL Azure Key Vault - 117& Key Vault [REIREFEEAEANAZAE

« A Azure Service #E52R1]]

. Azure HRRBIIIER
- SQL Server - Azure SQL Database B9 Always Encrypted
« Azure App Service

STUDYA.TW NET Conf %




Your Code + Key Vault

i ,mﬁﬁ Ke Vault Baﬁ:é*ﬂ .
%E SRR S TEEE M| ) Your code '3 e B Attt
2. AAD iX[Z] Token

3. #2IVfEF Token A Key Vault 21}

() http://locdlhost/oauth2/token Azure Active Directory

MSI VM
2

Extension
|

— —

| Credentials
r 3

T

SIUDYA-.TW Azure (inject and roll credentials)
M 2 8 M &




Demo

App Service +
Azure Key Vault
art |




AR F a2 A Azure Key Vault

£ ASPNET Core CLI Secret Management £/ : E1Fl&/E
£ Key Vault #EEEH -- S1FFE/E

Ex : appsettings.json HJ Connection String
2 A ConnectionStrings--DefaultConnection

Create a secret

Upload options

Manual

Name * (1)

=l Activity log

ConnectionStrings--DefaultConnection

Settingg 2000 & B | sassssssssssssesen

Content type (optional)

Certificates

Monitoring

STUDYA.TW



¥ Azure Key Vault #EFE

a2 AE HEE PR
FZ75 get list
FERZE%S App Service

STUDYA.TW

— -

Microsoft Azure (Preview) £} Reportabug

AppServiceSecurity - Access policies

AppServiceSecurity - Access policies
y vault

Save Discard Refresh

Please the click "Save’ button to commit your ch

Overview

Activity log

Access control (IAM)
Tags

Diagnose and solve problemns

Settings
Keys
Current Access Policies

Secrets

- Name
Certificates

- — APPLICATION
Access policies

Firewalls and virtual networks B AppServiceSecurity-API

Properties
USER

Locks

L]
Sky Cha
B Export template M Sy thang

Meonitoring
W Alerts

Metrics

B Diagnostic settings

ecret permi

2 selected

te per

0 selected

act principal

AppServiceSecurity-AP|

Authorized application

MNone selected

Sky.Chang@microsoft....

9 selected

7 selected

15 selected




——4r=/1

%52 & AppService Config

« @Microsoft.KeyVault(SecretUri=https://appservicesecurity.vault.azure.net/secrets/
ConnectionStrings--DefaultConnection/f2f2da8b8df44b6992b413bc745d10d0)

AppServiceSecurity-API - Configuration
I" AppServiceSecurity-API - Configuration

~ Add/Edit application setting

Name

Value

F
A
A

B

.« ERRE
« AFEZEHHREZCH

ill configuration

¥ Authentication / Authorization

STUDYA.TW
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NuGet Package

Microsoft.Azure.Services. AppAuthentication
Microsoft.Extensions.Configuration.AzureKeyVault

w File d Vi ojec Build Debug  Architecture T inaly s xi s Window P CrudAspNetCore
Q - i SRl Debug =~ AnyCPU
NuGet CrudAspMetCore.Api 8 X i n uesControll

Brows Updates

P @ Include prerelease kag x - @ 1 solution 'CrudAspNet

4 7] CrudAspNetCore.Af

ner Microsoft.Extensions.Confiic

Depende

f' Propertie:

Directory

Installed: Uninstall
0 Client Credentials f.

- - Version:
ner Microsoft.EntityFrameworkCore.SqlServer

@\

ik
SIS

der for Entity Fram
~ ) Options

NET__ Microsoft.Extensions.Configuration.AzureKeyVault by Microsoft .
‘*I Description
A: ‘ault configuration provider implementation for M ions.Configuration.

an
I8

AppAuthentication &
AzureKeyVault &2

“|\|} SEp

3
=

Version:
ocumenting
Author(s):
License:
Date published: September 23, 2019
Project URL:

Report Abuse:

Tags: azure, keyvault, configuration

Dependencies

-NETStandard, Version=v2.0
onfiguration (

er. NuGet is not responsible for, nor d i ; to, third-party

STUDY4.TW Easand [

Error List

% % }Jé"ﬂ ﬁ ﬂ:_ L7 Restore completed in 11.78 ms for C:\Users\skchang\Source\Repos\Study4\CrudAspMetCore\CrudAspMetCore Api\CrudAspMetCore.Api.csproj. # 2 4 CrudAspNetCore ' NativeAppService « A



App Service 5% 1

MName Value Source

APPINSIGHTS_INSTRUMENTATIOMKEY (I Hidden value. Click show values button : App Config
== b =/1 — APPINSIGHTS_PROFILERFEATURE_VERSION 2 Hidden value. Click show values button : App Config
 ANFEZEaxiE ConnectionString
[ ﬁ e EEE ’ [J==dh ]: 1 APPINSIGHTS_SNAPSHOTFEATURE_VERSION Cr Hidden value. Click show values button : App Config
/N 2 IE 7N

Keyva u |t “\Ia i_u: ApplicationinsightsAgent_EXTENSION_VERSI CF Hidden value. Click show values button :  App Config

ASPNETCORE_ENVIROMMENT o an wallra, Chek show values b : App Confi

° LI nux 'Tﬁﬁﬁ SPNETCORE_ENVIROMMEN Hidden value. Click show values button : App Config

o W d |:|| J/\/( 'TE JEH EI!Z =1 DiagnosticServices_EXTENSION_VERSION @ Hidden value. Click show values button : App Config
INAOWS =X XE . - -

InstrumentationEngine_EXTEMSION_VERSIOM CF Hidden value. Click show values button :  App Config
KeyVault_BaseUr CF Hidden value. Click show values button ¢  App Config

SnapshotDebugger_EXTENSION_VERSION CF Hidden value. Click show values button : App Config

XDT_MicrosoftApplicationinsights_BaseExten: CF Hidden value. Click show values button : App Config

STUDYA.TW

XDT_MicrosoftApplicationlnsights_Mode CF Hidden value. Click show values button: App Config




ASPNET Core 3 3% 7E

FRIRIBERF EZ Secret Management

"Logging": {
"LoglLevel": {
"Default": "Debug",
"System": "Information"
"Microsoft": "Information"

|
"ConnectionStrings": {
"DefaultConnection": ""

} o %
appsettings.Development.|son

Name Value SUyrce

APPINSIGHTS_INSTRUMENTATIONKEY Cr Hidden value. Click show values button ¢ App Coilfig
APPINSIGHTS_PROFILERFEATURE_VERSION Cr Hidden value. Click show values button : App Config
APPINSIGHTS_SNAPSHOTFEATURE_VERSION > Hidden value. Click show values button ¢ App Config
ApplicationinsightsAgent_EXTENSION_VERSI C> Hidden value. Click show values button : App Config
ASPNETCORE_ENVIRONMENT  Hidden value. Click show values buttorf\ gy EE@ A pp Service
DiagnosticServices EXTENSION_VERSION > Hidden value. Click show values button ¢ App Config
InstrumentationEngine_EXTENSION_VERSIOM > Hidden value. Click show values button : App Config
KeyVault__BaseUr > Hidden value. Click show values button: App Config

https:/ pserwcesecu rity.vaul

SnapshotDebugger_EXTENSION_VERSION Hld%zn va Iue Click show values on: App Config

azure. net

XDT_MicrosoftApplicationlnsights_BaseExten: > Hidden value. Click show values button ¢ App Config

XDT_MicrosoftApplicationinsights_Mode = Hidden value. Click show values button : App Config A p p S e rVI Ce

%1% 4 NativeAppService RIE]

IHostBuilder CreateHostBuilder(string[] args) =>

t.CreateDefaultBuilder(args)

.ConfigureAppConfiguration((context, config) =>
{
if (context.HostingEnvironment.EnvironmentName == "NativeAppService"
{
builtConfig = config.Build();

azureServiceTokenProvider =

keyVaultClient = w KeyVaultClient
\ tClient.AuthenticationCallback(

azureServiceTokenProvider.KeyVaultTokenCallback));

config.AddAzureKeyVault(
builtConfig["KeyVault:BaseUrl"],
keyVauLtclient
DefaultKeyV ' ()3

4 ?l Key Vault map 25 E

.ConfigureWebHostDefaults (webBuilder =>
{

ehBuilder.uU St t Startup .
L webBuil lder .UseStartup< p>() Program.cs

"ConnectionStrings": {

"DefaultConnection": "Server=(localdb)\\mssqllocaldb;Database=SkyHRDB;Truste

Secret Management




1z Config NIIER

ppp service

YIRS 2

Secret Management Azure Key Vault

App Service Config

appsetings.json

STUDE4IV NET Conf 48




Microsoft. Azure KeyVault

- IR EZEFEEF Value OJPIAIE MY Code
. L4 Microsoft. Azure KeyVault

'rovider azureServiceTokenProwvider
ider () ;
t keyVaultClient = KeyVaultClient(

I ck(azureServiceTokenProvider .KeyVaultTokenCallback));
it keyWaultClient
.GetSecretAsync("https://<YourKeyVaultName>.vault.azure.net/secrets/AppSecret").ConfigureAwait(

Message = secret.Value;

?‘I‘UDYA.TW NET Conf %
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o FLHY API AAEETAM .

- O] ATOJLLEE Internet E)AFEFEHY AP
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Service Endpoints



Service Endpoints
» IE= Azure BRIZEIRAY

- OJRDFHREERABIME

- 5 FHE R AR & 1E

—— A
7
- ZRBNIZER Azure BEIR _ERI A B FE

SRR IE

3 Azure BRF%

 FEEZ Azure Service &1 Internet BAZIRIVE R (forced-tunneling )
. Service Endpoints Kﬁ?ﬁ SISAR - BEER Azure SR

- REEEHEERE/)

» WIBEAFTEZLARIP - I AFZEBEREHINIL K

= NAT / Gateway =RERERE

L GE - BE BB

STUDE4IV

b ""@

' N )

NET Conf 4 &
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PRI
. {ZBR Azure Resource Manager BZ 89 VNET

. NEEREAER
» Azure SQL RFEZER VNET Fr7E B 15

N S
59w
STUDY4.TW NET Conf
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SRR

[ ] GA_

275 2018/8/5

« Azure Storage
« Azure SQL Database
« Azure SQL Data Warehouse

« Azure Database for PostgreSQL

server

 Azure Database for MySQL server

« Azure Database for MariaDB

« Azure Cosmos DB

STUDYATW

GA -

Azure Key Vault

Azure Service Bus

Azure Event Hubs

Azure Data Lake Store Gen 1

Azure App Service

TS FEER -

Azure Container Registry

NET Conf 4 &




yajufp =3
1IN g

» Storage B URL ( 9+ IP E2EIE
%58 Service Endpoint & E@Jﬁ@?ﬁl

(B Kia A FEEHE )

. WﬁBK“ {5 F3 Service End
WA\JB35E 48 ExpressRoute R

STUDYATW

point
""”'I—‘—I/\

e 2

)

nternet 3

\

Virtual machine
Private IP: 10.1.1.4

. 10.1.1.0/24

: 10.1.0.0/16

'@] Account

Source IP:
VM private IP

N SERVICE ‘ i(10.1.1.4) |
ENDPOIN §

Allow VNet : Subnet

Allow on-prem NAT IPs | !

..... ( ...>
Subnet :
.......... <...>.: Azure Storage

Virtual Network

< W

On-premises

ExpressRoute public peering or Internet
Access through NAT IPs

Microsoft
Azure



App Service and Service Endpoints

4 , N
On-premises

. J
{ess> Azure Virtual
| Network

E% App S @
-
S L
. = 0
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App Service +
Service Endpoints




A A VNET Service Endpoints

« BAR - EAROIPEE K

» MA—TEZITRA

Microsoft Azure (Preview) % Reporta bug 2 Search resources, services, and docs (G+/) g 0O & ? g@microsoft.com

MICROSOFT

AppServiceSecurity-VNET - Service en ] Add service endpoints

& AppServiceSecurity-VNET - Service endpoints

rvice

Microsoft.Web

Address space i P

Service Subnet Status -
Connected devices InternalClient

No service endpoints.
Subnets P

DDosS protection With service endpoints, the source IP address for service
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App Service

Securely access resources available in or through your Azure VNet.

Authentication / Authorization

Application Insights (- Hybrid connections

Identity

Securely access applications in private networks
Backups

Custom domains

TLS/S5L settings
Azure Front Door with Web Application Firewall
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i Scale up (App Servidiiplan) Scalable and secure entry point for accelerated delivery of your web applications

4 Scale out (App Serviceihlan)
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Push _am Azure CDN

MySQL In App
Secure, reliable content delivery with broad global reach and rich feature set
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App Service plan
. Define and manage rules that control access to your application.
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Access Restrictions

Access restrictions allow you to define lists of allow/deny rules to control traffic to your app. Rules are evaluated in priority order. If there are no rules defined then your app will ac Priority
R R A 10
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VNET Client
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Microsoft Azure Internal Consumption...

Virtual Network

AppServiceSecurity-VNET

Subnet

InternalClient




=1 ==

L

e EERE C BARI
« &[G Subnet

o -‘-)'Lu—‘—n—‘ﬁ thEE
ax AE

STUDY4.TW

=]

LI

ImBEH - EiE

%EE 5= |:|B

=LiEPYY
=4

% 10 min &£

f} Report a bug

VNet Integration

Microsoft Azure (Preview)

-5 VNet Integration

Refresh

\*Y VNet Configuration

Securely access resources available in or th

—~+ Add VNet

VNet Details

your Azure VNet.

+ Add VNet (preview)

VNet NAME Not Configured

LOCATION Not Configured

VNet Address Space
Start Address

Not Configured
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Network Feature Status

This VNet Integration experience is in preview.

Virtual Network

AppServiceSecurity-VNET ( japaneast )
Create New Subnet

Select Existing

InternalClient

A Communicating with resources behind a service endpoint for this subnet may take a &
number of hours to take effect.
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